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Regula key facts

32

years in the industry

170+

countries covered by Regula
solutions

13,600+

the most comprehensive library
of identity documents from
249 countries and territories

80+

border controls globally equipped
with Regula solutions

100%

in-house R&D

1,000+

clients



Regula product portfolio

Information reference
systems of documents
and banknotes

L ]

Software for identity and Forensic deVIces. Training V\{o.rksho.p.s .
. e e for document reading, on authenticity verification
biometry verification: -
authenticity control and of documents and
forensic examination banknotes

- Regula Document Reader SDK
- Regula Face SDK



Current IDV market overview



ldentity verification definition

.
Identity
verification
isn’t KYC

L

As Gartner notes, “Buyers’ needs are evolving beyond
traditional know your customer (KYC) use cases. Identity
verification is now being deployed more broadly in
marketplace, workforce and security-focused use cases, which
is increasing demand for identity verification solutions.”

Regula Repeatedly Named a Representative Vendor in Gartner Market Guide
for Identity Verification

Regula, a globally recognized developer of forensic devices and identity verification solutions, has been
acknowledged in the 2023 Gartner® Market Guide for Identity Verification.




IDV market landscape

. $18,089.9 million

growth
$9,433.1 million
® ®
2021 2026

4 companies
out of 5

are going to have
document-centric
identity proofing as part
of their onboarding
workflow

Gartner



Fraud

IS growing

On average,
organizations have
experienced around

incidents in the past
year

$240,000 is the average financial burden
of identity fraud

$250,000+ is the average compliance failure
cost

Incalculable - the cost of reputation damage

$50-70K is the average IDV solution license
cost per year



A secure IDV solution is essential for success

92% of organizations plan to increase IDV spendings in the next 1 to 3 years

92% Yes

Q. Are you planning IDV spendings to be increased in the next 1-3 years?




What will change for IDV in 20247



Mass migration: extended variety of IDs

-
overall increase in remittances in 2000-2020
, of banks are faced with a growing number of foreign
Migration and digital nomads documents

bring new ID document

challenges for banks increase in cases faced by

organizations involving foreign document verification
since January 2022




13,600+ document
templates covering
countries and territories

Global Coverage
of Identity Documents an.  Supportfor 38 languages

and scripts, including Latin,
Cyrillic, Hebrew, Greek,
Spanish, Arabic, and
Chinese
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Extensive knowledge of identity documents
IS a gamechanger
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New security feature

Rollout for all documents
with this feature

Information Reference System (IRS)
with reference documents



US.Customsand g w ¥ Electronic System for

Border Protection Travel Authorization
MY 5 Gepartment of Homeland Socurity =

Customer Success Story

€ C & estocho dw.goyjeeslicantiot = A& GowO

Scan an ID in your browser
2 camara to scan a decumant or sefect a ¢

)

From gallary




Customer Success Stor

U.S. Customs and Electronic System for
Border Protection & Travel Authorization

M 5 Ccpariment of Homeland Security

esta.cbp.dhs.gov/applicantinfo an* ¢ esta.cbp.dhs.gov/applicantinfo
Omn
REVIEW & CONFIRM Personal 2 Travel 2 Eligibility Que:
> your passgort
The same mformation wil be popatated on the ENTER APPLICANT INFORMATION” page. You can
<d this Inkormation after £ 1 posulatod on the “ENTER APFLICANT INFORMATION' page by ENTER APPLICANT INFORMATION
cking o the tust b of tha ¢ onding Tk
- e " ) The following Information Is required of every non-{mmigrant vishor net of 3 vialiors visa whe 1 of one of 1
requegted. Each member of your traveling carty must complets s separate spolication
Piease provide al responies in English.
Reguired fields are indicated by o red asterisk *
APPLICANT / PASSPORT INFORMATION
Refer 1o your all nformstion f
Farmdy Narne * First (Gwen) Narme *
KOWALSK! JAN
Passport Numbet * t53uing Gousery *
2 ZEAD11939 POLAND (POL) -
TEAD119396POLE101028M2BD8211 << <L CLCLCCLeOB
4 Issuance Date* @ {4 Expiration Date ¢ @
Famly Name. Fiest (Given) Name Day ¥ Month v Year v n *  August - 2078 -
Country of Citizenship / Nationality *
@2 Jarwary 1087 Natonabty
POLAND (POL) POLAND (POL) .
Passport Number Explration Date.
764011930 21 Auguet 2028
e £ Dstecf tinh* @
Mk - 2 - January - 1081 -




2. NFC-based verification -
zero trust to mobile

- Data from an RFID chip which is read
using a mobile phone can be modified
by fraudsters — therefore, mobile
devices alone can’t be trusted

- Data collected from mobile devices
should be additionally verified on a
server when a high level of protection is
required




3. The emergence of deepfake
technology - a new era of
deception and sophistication

—$25 million—

deepfake heist targeting a finance professional
at a multinational corporation in Hong Kong




80% of global companies’ largest concerns

are associated with the surge in Al-generated
identity fraud

—$300,000—

average damage to enterprises

Source: Regula’s identity verification report


https://regulaforensics.com/the-state-of-identity-verification-2023-report/
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Liveness detection technologies
are becoming critical for the identity

verification process.

The number of deepfakes detected worldwide in 2023
was 10 times the number detected in 2022.

Source: Gartner
Emerging Tech: The Impact of Al and Deepfakes on Identity Verification



Catching identity fraud - Liveness-centric IDV

Liveness detection is a must-have for remote customer onboarding

2 /) 2 /)
Hologram, MLI or OVI Passive or Active liveness
detection help ensure ensure the applicant is
document authenticity a real human being




Customer success story sl

€ Challenge COVID-19
-> Remote client onboarding h ”
- Only real live physical documents should be accepted cha engeS

e,

Solution
=  Regula Document Reader SDK for remote ID verification .
=  Document liveness check with hologram detection to effectively C“ent base
recognize fraud literally at the doorstep expansion
->  Hologram verification, together with screen capture detection, ensure
the documents are authentic and that the applicants aren’t taking

pictures of IDs from a computer screen.
NPS score

€) Result .
Fast and accurate identity verification during the onboarding process, plus Improved
increased security and client loyalty. The bank increased their client base and

improved their NPS score.




4. Beyond traditional IDV

Authenticity cross-checks ~
C Pattern ) (Aztec Code) C Main vs other page portrait comparison) ( Hologram check ) C e )

( Cross-checks ) ( Document type detection ) < Photo size) (Main vs RFID portrait comparison> (Barcode format check)

C .- ) ( Required text field check) C Document liveness check) CMain vs ghost portrait comparison> (QR code)
(RFID vs live camera portrait compan'son) (Screenshot check) (MRZ check) CAdditional Portrait ) CIPI check)

<Face identification 1:N> (Image quality check result type) (Liveness detection) (Face matching 1:1) ( =

C L] -) C PDF417 ) CData Matrix) CMain vs live camera portrait comparison) ( Photo replacement check

Hologram veriﬁcation) (Data integrity check) CAge veriﬂcation) C RFID chip reading ) (Sewer—side veriﬁcation)

C Document front and back sides ) C Bounds if document is not fully present in the image ) ( Stamp )

(Image Focus) (Barcode image) (Image Glares presence) ( Signature of document holder ) ( . )




5. Great customer experience -
the greatest success for an IDV solution

Improved Customer Experience 61%

Reduced security risks 49%
Reduced legal risks 48%
Improved employee productivity 45%

Reduced IT spendings 38%

34%

Revenue growth and sales

Q. How do you determine the success of IDV solution deployment within your organization? Select all that apply.




Digital Onboarding - Abandonment Rate

Every 2 nd customer

drops the onboarding process because
of a bad experience



Digital Onboarding Is Essential
for Customer Experience

- Collecting too much information from
the user

- It takes too long

= Customers have to prove who they
are multiple times

- Confusing language

= Only using one channel to onboard

13%

customers in banking
confirm that a positive
experience influences
purchasing decisions




I

6. One-stop shop IDV solution

Document image capture

Document assessment
1/3 of organizations

Document data extraction worldwide express

a demand for a

Selfie image capture (with checks to single-vendor solution.
eliminate a presentation attack)

Face comparison




Regula Offering - Complete IDV Process

Identity Document Verification Biometric Verification
Regula Face SDK

Regula Document Reader SDK

5. Selfie Capture
and PAD

o . .
Server-side RFID verification Hologram detection 99% of requests processed in Automatic docyment type
less than 1 second detection
63,600 + document templates) (249 countgg\s/e?gg terrltones) ( Cross-platform ) Qutomatic authenticity checks>
Retake rate close to 0% OCR 130+ languages User-friendly Ul, great UX
supported

2. Assessment 7. |dentification

1. Capture 3. Extraction 4. Verification 6. Comparison




/. 1DV flexibility and customization

o
o
°
o

Customized IDV solution to meet unique requirements

Speed of deployment

Ease of integration

Availability of human and technical resources

o
40 A) of organizations identify
the complexity of the technology

as a major barrier
to deploying IDV solutions.




Regula solution - Easy integration
and customization

For online and offline ID verification

> Mobile applications:
iOS/Android/cross-platform
frameworks supported

- Web applications

V

Passport readers

-» Server-based:
Linux/Windows/Docker packages
are available for service distribution




Regula solutions work

cross-platform
A8\ =
& i




8. Digital ID |
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Forrester and Regula research

& FORRESTER

7 N 7
In the next 3 to 5 years, .
How would you rate your How far along is your
T how do you foresee the N
organization’s organization
relevance and in
AN AN

How do you expect the
adoption of

N 7

What do you consider the
most significant

~




IDV market demise: Is it
coming?



Stay tuned for insights



The Most Important Considerations for
Choosing a Document Verification Solution

Global coverage of
< Deployment speed > Accuracy of the results ER ol e dl Do C U arts < Cross-platform supporD
On-premises based Customization flexibility SR P TC Cloud-based solution
(one-stop shop)
Variety of document Data processin Integration & data Speed of brocessin
authenticity checks P 9 export P P 9

Q: Which of the following are most important when choosing a document verification solution?




Does your IDV solution
comply with key trends?



Assessing Document Authenticity Remains
an Opaque Process

The two pillars of identity verification:
Document authenticity and biometric liveness checks

Source: Gartner Market Guide for Identity Verification
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ldentity verification can be
fraudless & seamless, If it's
built on diverse expertise



‘I

Are you still WiIIier il

compromise on gt
and price?




Thank you!

nikita.dunets@regulaforensics.com

Decades of Forensics for Seamless Identity Verification.
Bringing together 31 years experience in forensics, border control
and business, to create industry standards to trust and follow.



